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Executive Summary 
 
 
 
The empirical research in this thesis demonstrates that a shift in the information security 
paradigm took place, in which information security turns from being a defensive to becoming a 
progressive, value-adding management tool. Twenty-three interviews conducted in a qualitative 
study of four cases in the UK, Switzerland and Germany in the banking, telecommunications 
and software development sectors provide empirical validation for the Internal/ External 
Function of Corporate Security (IFCS/EFCS) theory. The theory is based on the observation 
that the function of corporate security has been undergoing important changes due to new 
possibilities of processing, safeguarding and accessing information, constantly newly emerging 
risks and technologies, standards and regulations, and an increasing public attention to security 
issues. A consequence of these changes, the thesis argues, leads to an interrelationship between 
information security and business strategy.  
The IFCS/EFCS theory introduces the concept of an internal function and an external 
function of corporate security using the conceptual framework of responsibility modelling. The 
internal function comprises what is understood to relate to the classical information risk 
management that is concerned with defending the existing assets of the organisation. Only the 
Basel II framework establishes a correlation between operational risk and performance in the 
financial service industry. The external function circumscribes the technical interface between 
the internal function and the organisation’s external stakeholders. Organisations use trust and 
reputation to attract investors and customers and create revenue, gain competitive advantage 
and improve their performance by marketing information security products and services to 
their customers. The research further shows that a revenue possibility for organisations emerges 
when customers perceive security to be within their own responsibility. This perception is 
determined by legal requirements and the customer’s knowledge, and ethical and cultural 
background. Different standards and expectations apply to business and retail customers that 
have different levels of expertise and technical capabilities as well as different security concerns. 
Additionally, the threat of new entrants, peer group pressure and the internalisation of assets 
were found to determine the business strategy in the four cases. Against prior assumption, 
certification was not found to create an added value for organisations. Finally, the theory 
provides an attribution of the three information security principles - confidentiality, integrity 
and availability - according to their business related function inside the organisation.  
 
 
 
Key Words: Information security management, business strategy, strategic alignment, 
boundaries of responsibility, international information security standards, IT governance, 
information risk assessment. 
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Introduction 
 1 
Introduction 
 
Information technologies, developed in the past decade, have changed business significantly. 
Virtually every industry, from banking and security trading to manufacturing, had to experience 
an evolution towards more effective and efficient organisation, production, and trading. New 
telecommunication systems (e.g. video conferences, VoIP) opened up enormous opportunities 
and led to a world without geographical boundaries. Telecommunications reach virtually every 
aspect of business, so that companies are increasingly dependent on computers and networks.1 
New applications are created, growing more complex systems which are often too complex for 
gaining a reasonable return on investment as they mean extra training for users and can cause 
interferences with other programs; hence new vulnerabilities continue to appear faster without 
old ones being fixed. If information technology (IT) management and security was not always of 
great importance to business managers, it became a major topic due to an increasing number of 
attacks and sometimes an exclusive dependence on IT technology like it is the case in e-
commerce, e-banking etc. Thus firms have to recognise and experience the dangerous sides of 
this evolution. The security of information systems is often an underestimated risk, and losses 
of business intelligence, in particular, have already caused great damage. A recent study shows 
that fraud is a significant and growing threat: 45% of companies worldwide have fallen victim 
to economic crime in the past two years. This is an eight percent increase compared to a 
comparable study carried out in 2001 and 2003. In particular, there have been major increases 
in the number reporting corruption & bribery, money laundering, and financial 
misrepresentation. The average financial damage to companies from tangible frauds (i.e., asset 
misappropriation, false pretences, and counterfeiting) is further estimated to be US$ 1.7 
million.2  
“‘Computer Security’ was originally the preserve of the military, whose concern was to ensure 
the secrecy of information which might be helpful to an enemy. As a result, it was assumed that 
the key requirements were to build strong defences around the information system, and to keep 
the release of information to a minimum. It has taken some time for the commercial world to 
shake off these assumptions and to develop new ones of its own”.3 Hawker makes out two 
pertinent points about the understanding of security. The first is that objectives and views on 
                                                 
1 See Scientific and Technological Options Assessment, Development of Surveillance Technology and Risk of 
Abuse of Economic Information, 1999, p. 4. 
2 See PricewaterhouseCoopers, Global Economic Crime Survey 2005, 2005, p. 2. 
3 Hawker, A., Security and Control in Information Systems, 2000, p. 4. 
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security change over time as the business environment and society changes. The second is that 
security plays an integral role in protecting a corporation’s resources and the associated need for 
controls and monitoring activities. These two premises build the foundation for this research 
work. It shall be argued that the focal point of corporate security is moving away from physical 
security and mere technology security towards information security. Target of attacks are 
organisation’s information assets, hosting what became in the past decade for many 
organisations a competitive advantage.4 Subsequently information security has changed and 
inherited a new function within organisations. Cavanagh writes that “the process of security 
management is beginning to evolve into a strategic business function”.5 What used to be 
computer security became information systems security and information security. With the 
diffusion of information security into the different departments, - operations, legal, human 
resources and audit - information security had to become more understandable for technical 
laypersons. To make it understandable to non-security-experts its language changed and became 
much more business-adapted. Already the term information security shows the development 
towards a more holistic approach in security, as the new focal point of corporate security. Other 
synonyms used for information security today are: information assurance, business security6 or 
enterprise/information security risk. 
If lessons have been learnt, a good management of information security has become part of the 
overall business objectives and has also led to organisational changes. Already in 1982 Rockard 
wrote that “the ‘technically oriented’ information systems executive of the 1960 and 1970s is 
rapidly being replaced by ‘managerially oriented’ executive of the 1980s”.7 A study published by 
the Club Informatique des Grandes Entreprises Françaises8 (CIGREF) analyses the 
relationships between information technology and economic intelligence and strategy. 
According to this study, the person in charge of the Intelligence Économique et Stratégique (IES) 
participates in defining information security policy, in 61% of the cases analysed. His role 
increases with and is determined by the relative competitive advantage of the company and the 
                                                 
4 See Luftman, J., Competing in the information age, 2003, p.5; see Porter and Miller, How information gives 
you competitive advantage, 1985, p. 150. 
5 Cavanagh, T., Corporate Security Management: Organization and Spending Since 9/11, 2003, p. 5. 
6 The term business security is to ‘elevate’ information security to business security, so it “will get the extra 
focus and attention it needs, “as if “information security risks materialise, business as a whole will be affected”. 
See Von Solms, B., Von Soms, R., From information security to…business security?, 2005, p. 272. 
7 Rockard, J., The Changing Role of the Information Systems Executive : A Critical Success Factors Perspective, 
1982, p. 3. 
8 See CIGREF, Intelligence économique et stratégique: Les systèmes d’information au cœur de la démarche, 
2003, p. 17. 
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number of attacks detected. 9 Further, according to a 2002 study by McKinsey, some Fortune 
500 companies have added strategic, operational and organisational safeguards to the 
responsibilities of security managers, complementing the technological measures currently 
employed to protect corporate information.10  
 
Management however tends to look rather at the direct consequences of information loss 
whereas the ‘collateral damage’ is in many cases beyond the direct financial consequences of 
security breaches:11 
 Media attention: Information security issues have continually been of special interest to 
the press. Examples are virus attacks (“I love you” or “Witty”12) or credit card credential losses13. 
Media coverage of these events is exhaustive and it has a significant influence on the 
organisation’s environment later on. In the wake of fraud incidents, for example, 40% of 
organisations indicate that they had suffered significant ‘collateral damage’, such as loss of 
reputation, decreased staff motivation, and declining business relations. The impact of such 
‘collateral damage’ is often perceived to be the strongest in cases where incidents were leaked to 
customers or the media.14 
 External auditor comments: Because of the high impact information security breaches can 
have on an organisation’s actual value, external audit firms pay increasingly attention to the 
security of information systems. External auditors rely on the adequacy of information and its 
integrity. Inconsistency of data and absence of sufficient information systems controls might 
lead to negative auditor comments and might damage the organisation’s reputation. 
 Insurance premium rating: Insurance companies are increasingly offering major reductions 
in premiums for policies related to computer security, if the insured meets certain minimum 
security standards; these might be measured against business interruption or computer fraud. 
Called ‘premium rating’ this practice reflects the lessened risk insurance companies face when 
their customers opt for risk reduction rather than risk transfer. 
                                                 
9 The survey was carried out on behalf of the Cigref accumulating data from companies all over France with 
more than 200 employees: Cigref, Intelligence économique et stratégique: Les systèmes d’information au cœur 
de la démarche, 2003, p. 5. 
10 See Lohmeyer, D.F., McCrory, J., Pogreb, S., Managing Information Security, 2002, pp. 12. 
11 See PricewaterhouseCoopers, Global Economic Crime Survey 2005, 2005, p. 12. 
12 See Schmundt, H., Verseuchter Seuchenschutz, 2005. 
13 One of the biggest losses occurred in June 2005 when 40 million credit card numbers were hacked. Officials at 
Mastercard and Visa accused the operating company CardSystems Solutions Inc. of not meeting agreed-upon 
computer security standards. See Krim, J., Barbaro, M., 40 Million Credit Card Numbers Hacked: Data 
Breached at Processing Centre, Washington Post, 18 June 2005. 
14 See PricewaterhouseCoopers, Global Economic Crime Survey 2005, 2005, p. 2. 
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 Personal liability leads very often to the assignment of responsibilities, even at corporate 
level. Standards of due care have been developed and information security practitioners and their 
managers may be held personally liable if they do not subscribe to the control practices found at 
similar organisations.15 Managers also face prosecution by the law in case of wantonly negligent 
acquaintance with informational assets or failure to assure the integrity of information in form 
of internal controls.  
 Government laws and regulations: A lot of national and international de jure standards have 
been produced in the past years, in compliance with government laws and regulations. These 
help to foster security and present a major incentive for organisations to invest in information 
security.16 
Stakeholder interest: Internal as well as external stakeholders rely on and see the 
responsibility of management to secure companies assets. This includes also the impact such 
security events have on employees, clients or owners. Using the efficient markets hypothesis 
developed by Fama et al.17 new publicly available information is received and immediately 
absorbed by investors and incorporated into share prices. Studies prove that major impacts on 
the shareholder value can be noticed and lead to major financial losses.18  
 
Although the above arguments are beyond operational tasks and clearly show the organisation’s 
interest in treating security breaches not as purely technical issues, management and the board 
are believed to still underestimate the importance of information security. Two reasons can be 
identified in theory. 
Firstly, information security is a defensive instrument to secure organisation’s assets. The 
entrepreneurial aspect is missing and successful management doesn’t show in monetary gains. 
Managers are less likely to focus therefore on defending what they have than trying to open new 
markets.19 
Secondly, the effectiveness of techniques for information security, or in other words, the return 
on investment on security measures is hard to quantify. Feedback to management stays 
therefore rather on the non-predicative level that generally no major incident occurred. 
Proactive management only becomes interesting when a security breach occurs, but also in 
                                                 
15 See Wood, C.C., Effective Information Security Management, 1991, p. 100. 
16 Ibid, pp. 99. 
17 See Fama, E.F., Fisher, L., Jensen, M. Roll, R. The adjustment of stock prices to new information, 1969, pp. 1. 
18 See Garg, A., Curtis, J., Halper, H., Quantifying the financial impact of IT security breaches, 2003, p. 75. 
19 See Birchall, D., Ezingeard, J., McFadzean, E., Howlin, N., Yoxall, D., Information assurance: Strategic 
alignment and competitive advantage, 2004, p. 6. 
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these cases, no effective feedback can be received by management to indicate that the effort has 
actually provided real security.20 
  
In the following paragraph, the initial construct that shall be developed into a hypothesis in this 
thesis will be presented. The driving question is, whether there is a genuine change in the 
function of corporate security justifying the introduction of information security into business 
strategy. For this reason various elements that constitute this function of corporate security 
need to be analysed. After a thorough literature review an initial research construct has been 
developed that describes the relationships that need to be taken into consideration from a 
managerial perspective on information security.  
 
 
Figure 1: Initial Construct of the Function of Corporate Security 
 
In this initial construct, information security, before seen as part of the IT and Information 
Systems (IS) department, is becoming a distinct discipline. It finds itself connected and in 
relation to other factors and domains, as environmental and legal issues, functioning as a spiral, 
incorporating inputs from the different departments and balancing them against possible trade-
offs.  
The interrelationship between information security and business strategy shall be of particular 
interest, which is assumed to draw on the above construct. 
                                                 
20 See Baskerville, R., Risk analysis: an interpretive feasibility tool in justifying information systems security, 
1991, p. 123. 
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The logic of applying to research such an interrelationship is that information technology and 
information systems became recognised components and drivers of business strategy.21 The 
evolution in the past years emphasises a concentration of the security function on the one word 
both terms have in common: information. Thus, as argued by Kaplan and Norton, the ability of 
organisations to exploit intangible assets has become far more decisive than their ability to 
invest in and manage physical assets, as companies around the world transform themselves for 
competition that is based on information.22 Consequently if IT/IS systems, as the host of 
business information, are strategic tools to support a company’s business strategy and 
information as an intangible asset of strategic importance are critical for the competitiveness 
and a company’s business success, the availability, integrity and confidentiality of the data that 
the system protects should be as well. Furthermore, the loss of reputation due to information 
security breaches is a risk factor for companies to lose customers and can result in significant 
financial losses on the stock market.23 The Gartner Group research firm found that 28 % of 
respondent banks said that online attacks are causing them to reduce their web-banking 
activity.24 Information security becomes a question of organisations staying competitive in their 
markets when using new means of technology such as the internet. But also previously ignored 
external factors, including the stronger influence of shareholders and other business 
stakeholders, now resulting in an increased attention towards corporate governance, need to be 
taken into account and should be incorporated into strategy and risk management processes.  
According to the latest Department of Trade and Industry (DTI) survey, a change of attitude 
has taken place in organisations and the protection of customer data became the top priority 
for organisations. However, the survey also shows that exclusively the protection of existing 
assets is seen and researched as a reason for organisations to attribute and spend money on 
information security. 
                                                 
21 See McFarlan, W., Information Technology changes the way you compete, 1984, p. 101; see Ward, J., 
Information Systems and Technology Application Portfolio Management- an Assessment of Matrix-Based 
Analyses, 1988, p. 206. 
22 See Kaplan, R., Norton, D., Using the Balanced Scorecard as Strategic Management System, 1996, pp. 75. 
23 See Garg, A., Curtis, J., Halper, H., Quantifying the financial impact of IT security breaches, 2003, pp. 80. 
24 See Rombel, A., The World’s Best Internet Banks 2005, 2005, p. 31. 
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Figure 2: What drives information security expenditure?25 
 
For information security to become a part of business strategy it needs to go beyond mere 
protection of crucial but already existing assets; the creation of trust might be such a decisive 
factor. Trust as a natural basis between business partners (Business-To-Business (B2B) or 
Business-To-Customer (B2C)) is also funded on the belief that shared information remains 
confidential, available and integer. Customers and partners might make differences, especially 
in critical industries, in their choice according to certain security criteria. 
 
However, there are limitations to this initial research construct and these shouldn’t be 
underestimated as information security, as a strategic task for good management and 
governance, is a fairly unexplored topic.  
In order to take appropriate measures to secure an organisation’s business intelligence, an 
analysis of threats to the organisation’s information assets is necessary. Investments must be 
allocated accordingly to the core issues of the organisation’s exigencies. As the importance of 
business intelligence differs among sectors, there is only a number of especially sensitive sectors, 
                                                 
25 DTI/PricewaterhouseCoopers, Information Security Breaches Survey 2006, p. 12. 
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where information security can and should be part of business strategy. The commercial space 
in this sense is in its liability and commitment far from being uniform in its progress.26  
Hence the function of information security in different sectors incorporates different strategies. 
Maximum information security is not only impossible to achieve but can become even 
counterproductive when unnecessary measures are taken that hinder efficient workflow. As the 
author, not only because of these reasons, decided to conduct a qualitative research method, 
organisations with a high probability that this interrelationship exists will be chosen and their 
setting up of information security management is to be analysed.  
 
In this thesis, current evolutions changing the function of corporate security within large 
organisations will be reviewed according to what has been presented in Figure 1 as well as the 
interrelationship between information security and business strategy. The thesis has therefore 
been divided into two parts. Part I comprises the theoretical discussion of the topic, whereas 
Part II deals with the conducted empirical research. 
 
Part I starts with the evolution of management strategy connected to the technological 
(r)evolution, which will be the topic of the first chapter of the present research work. Features 
of this revolution will be analysed showing important technical but also social and 
organisational developments. It gives an introduction to the change of the function of 
corporate security in today’s organisations.  
In the second chapter, principles of information security are assembled providing the base for a 
sound information security strategy that should be integrated and aligned with business 
objectives. Subsequently, formal as well as informal security measures will be presented. 
The third chapter deals with legal requirements that are forced upon organisations but also 
draw the attention of stakeholders towards information security. This attention led in the past 
years to an increased voluntary dedication of organisations to carry out internal audits to prove 
compliance with these laws and stakeholders expectations. Many international standards like 
ISO/IEC 27001 or ISO 13333 developed by the International Organization of Standardization 
(ISO) and the International Electrotechnical Commission (IEC), as well as other research 
institutes are interested in combining good governance practice with these standards. So called 
                                                 
26 See Birchall, D., Ezingeard, J., McFadzean, E., Howlin, N., Yoxall, D., Information assurance: Strategic 
alignment and competitive advantage, 2004, p. vii. 
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De Jure and De Facto standards give guidelines for auditing management of information and 
related technology in companies.  
In the fourth chapter, various methods about how to assess and analyse information security 
risks in organisations are discussed. A particular focus is on operational risks that present a high 
threat especially to financial service institutions. 
In Chapter Five, components of business strategy are identified as well as possibilities on how 
to analyse them. The concept of business strategy implies that a company only proactively 
integrates into its strategy what helps it to gain distinct competences, a competitive advantage 
and create an added-value to the business. 
In the sixth chapter, various frameworks providing options for leveraging information security 
to a management task will be presented and analysed. Social concepts as well as risk and 
governance concepts can be employed to optimise information security management. Two 
frameworks are of special importance for later research recognising the variable of strategy 
process and content, and introducing the theory of strategic alignment. 
 
A conclusion of Part I will summarise the most important findings of the theoretical part of the 
present research and lead over to the empirical Part II. 
 
In Chapter Seven an outline of the philosophical foundation, as well as the applied research 
methodology, will be presented. It will be argued in favour of a positivistic ontological-
epistemological approach and a qualitative type of evidence. The methodology leading towards 
shaping hypothesis and building theory will be explained as well as the case study research 
method, describing the unit of analysis, data collection and data analysis. 
The eighth chapter contains the within-analysis of each case study in which the findings will be 
presented according to Figure 1. In the final paragraph of the chapter a cross-case analysis of the 
cases will show commonalities and differences among cases. 
 
After the conclusion of Part II, Chapter Nine contains the final discussion of the empirical 
finding in conjunction with theory. This will lead to shaping the hypothesis and building the 
theory which will be compared to the enfolding literature in a final step. 
 
The final conclusion will discuss theoretical, methodological, and practical contributions of the 
thesis, the implications of the research approach as well as areas of further research. 
 
 
 
 
 
 
 
 
 
 
 
Note d’éditeur : 
 
 
 
 
[Les pages 10-222 de cette thèse sont absentes pour des raisons de confidentialité des données 
utilisées dans les études de cas] 
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Chapter 9: Discussion and Theory 
 
 
 
Chapter 9 synthesises Part 1 and Part II and embodies the results of the research. Its target is to 
shape a hypothesis emerging on the empirical findings of Chapter 8. The thesis hypothesis is to 
demonstrate that a changing function of corporate security took place leading to an 
interrelationship between information security and business strategy. Once such an 
interrelationship has been proved to exist the endeavour is to research its semantics and the 
conditions that apply, which then form the thesis’ theory. 
Chapter 9 is structured in three paragraphs. The first paragraph discusses the empirical findings 
of Part II in conjunction with the enfolding literature of Part I. Commonalities, differences and 
amendments of the initial construct are presented and provide a comprehensive understanding 
of coherences of information security variables. This synthesis of theoretical and empirical data, 
leads to the shaping of hypothesis in the second paragraph that further comprises the developed 
theory of the dissertation. The final paragraph of Chapter 9 discusses the theory in conjunction 
with the concepts of information security management analysed in Chapter 6. 
 
 
a) Discussion of Findings in Conjunction with the Enfolding Literature 
 
 
In the enfolding literature review in Part I some general tendencies have been outlined, that 
have also been found in the empirical research conducted through the four case studies.571 An 
enforced empirical validity of some of these tendencies can be concluded from the 
commonalities found in the case studies; however some others could not be confirmed. 
 
The subject of the preference of CIA principles hasn’t been treated in the initial case study 
analysis as all three principles were given as answers and no clear pattern according to function 
or industry could be established. However, a tendency in the explanation why a principle was 
chosen could be found. Thus, most interviewees in the organisations that held personal data, 
argued confidentiality to be the most important principle from a customer’s point of view. 
                                                 
571 When referring to “organisations” in the discussion of findings only the four main case studies are included. 
The additional cases will be mentioned explicitly. 
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Availability was judged to be most important for the immediate survival of the business, so that 
services can be offered to the clients. Integrity was judged to be most important from a 
regulatory point of view. A fourth principle was found to be added to the CIA at Bank B and 
SoftCo D which is non-repudiation. However, in the context of the present study the function 
of non-repudiation is closely related to the function of the integrity of data, as both threaten the 
organisations’ reputation through non compliance with regulatory requirements. 
  
Globalisation became both a boon and a bane for the organisations. All organisations were 
winners in the global game, but increasing security threats led to a reorganisation of the security 
function. A shift from the classical IT security function toward information risk management, 
which included the classic IT function but also fraud, risk, and corporate alignment functions 
such as strategic committees or departments of information assurance, took place. The 
organisations aimed for a holistic approach, aligning the various variables of corporate security 
to create synergies and bundle these in a coherent strategy.  
Formal and informal measures in the information security strategy were found to be default 
measures which means that they were acknowledged to be important to implement good 
information security management, but not necessarily of high importance in the corporate 
security alignment process. An ISP and privacy statement existed in every organisation; no 
organisation outsourced any major security functions. Training and awareness programmes for 
responsible staff were offered, or even made obligatory, in the organisations. These formal and 
informal measures have slightly changed over the last years but weren’t at the core centre of the 
organisations’ information security strategy. In the case studies it was found that organisations 
invested rather in a business alignment of information security that focused on cost reduction 
through greater efficiency, good governance of regulatory requirements and reputation, and a 
new assessment of information security risks.  
The risk assessment was confirmed to be more business-driven than this was the case a few 
years ago. Thus, although Courtney’s equation is still used as a basic rule in the IT security 
department, it doesn’t represent the full assessment of risks as it is carried out today. Additional 
risks have been added to Courtney’s equation to complete a holistic risk analysis. 
Particularly financial organisations were found to be concerned with operational risk. 
Again, a reorganisation was discovered that took place in Bank B from a discontinued risk 
assessment through internal audits, to a permanent assessment of operational risks. The new 
permanent assessment of operational risk became a task for middle management in the 
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organisation. The responsibility for operational risks is hence shifted to those immediately 
concerned by the threats. The management of operational risk was found in practice to be an 
argument for the corporate security department to improve measures as it immediately impacts 
the bank’s performance. 
Finally, reputation risk became one of the most important variables in the organisations’ 
risk analysis. In the researched organisations it was identified as an effective tool to convince 
the executive management of the importance of information security for the organisation. This 
finding supports Baskerville’s572 hypothesis that risk analysis can be particularly useful as a 
communication technique that provides a link between the security and management 
professional.  
The problem of the quantification of losses and threats was one which remained 
throughout the cases, conceding Baskerville573 in his point that the risk assessment remains a 
meta-control tool that rests in the subjective experience of the designer and is not an objective 
prediction of any statistics. None of the organisations had for example only attempted to 
quantify its reputation risk. In the researched organisations, approaches presented by Garg et 
al.574 to count capital losses on the stock exchange price were judged as incorrect as the stock 
market would recover after a few days and too many other influences could bias the results. 
Thus, the quantification of information security threats and vulnerabilities continues to be 
unsolved, but remains at the same time the holy grail of information security risk analysis. 
The second stream of thought in the alignment of information security throughout all cases 
was information security governance. Especially those organisations with access to personal 
information suffered from high regulatory pressure. This pressure doesn’t only consist of data 
protection issues such as EU legislation, but also the need to provide information for law 
enforcement measures. Organisations then find themselves in a conflict of interest between 
business and the law. This conflict makes information security also a political issue inside the 
organisation that must be assessed by the management and cannot be managed solely with 
technical expertise. However, the issue of highest importance for information security 
governance was SoX. Its importance has already been mentioned in literature and it was 
confirmed in the case studies. Apart from the heavy burden of proof that is very costly to the 
organisations, it had a great impact on the perception of information security at senior 
                                                 
572 See Baskerville, R., Risk analysis: an interpretive feasibility tool in justifying information systems security, 
1991, pp. 128. 
573 See ibid, pp. 128. 
574 See Garg, A., Curtis, J., Halper, H., Quantifying the financial impact of IT security breaches, 2003, p. 74. 
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management level. Good corporate governance became connected to the integrity of data. 
Reporting lines were cut shorter to provide more direct information to top management and 
information security grew in importance at all organisations’ audit departments. It is mostly de 
jure standards that are used to assure compliance, de facto standards are often used to confirm 
results of good information security management. The certification of these results represents 
an extra cost and is perceived as unnecessary for the internal security function. The application 
of a standard framework leading to regulatory compliance is the target for the organisations. 
The third point leading to the alignment of corporate security with business is cost 
reduction through gain of efficiency. With the extension of the information security risk 
analysis, as well as increasing costs for ensuring information security governance, information 
security gained notably in size and cost. As all case studies were carried out with large, 
multinational organisations, different legislations and security environments made information 
security an even more complex task for the organisations. Aligning also meant here 
streamlining and creating synergies to gain operational benefits.  
 
The reorganisation and alignment of the security function are internal tasks. Their 
evolution has been subject of a number of articles and books. The internal function of corporate 
security (IFCS) has been researched in the present research as it is the basis and is therefore 
correlated to what will be called in the following the external function of corporate security (EFCS). 
The EFCS comprises the area that is built around the IFCS and where corporate security 
overlaps with the organisation’s stakeholders’ interests. In case breaches and failures occur, 
customers, shareholders or other financial investors claim these interests and will punish bad 
information security management. Thus, information security can become an asset to the 
organisation.  
As suggested by Eisenhardt575 an a priori construct with a formulated research question was 
presented in the introduction of the present research and developed in detail in Part I. In this 
construct a number of possible stakeholder interests in an organisation’s EFCS were 
formulated. These are reputation, trust and certification. 
At an earlier stage of this section, it was referred to reputation risk and the problems of its 
quantification. Although no measures for quantification exist so far, without exception all 
interviewees agreed to the importance of reputation risk for their business. The opportunity 
embedded in this risk was hence recognised as well. One of the major findings of the cross-case 
                                                 
575 See Eisenhardt, K., Building Theories from Case Study Research, 1989, p. 533. 
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analysis was that organisations managed their reputation of being a secure company, through 
targeted marketing campaigns, participation in survey journals, or the publication of corporate 
responsibility reports. It was found that a good reputation shall attract the right investors for 
the organisation, hence increase the provision of money. Also Product α and β were targeted to 
improve the reputation of the organisation and create trust in the services delivered by Bank A 
and TelCo C. If reputation and trust are important attributes to sell products and services to 
customers, this importance increases with amount of personal information organisations hold 
and with customers’ awareness. Generally this correlation was known to the organisations. 
Visible differences were made between customer segments. Retail customers were judged to 
have less knowledge about security issues and hence were believed to be less aware of security 
threats. In contrast, business customers were perceived to be much more aware of security 
threats, checking up on the security of products and services.  
The third expected advantage gained through information security and one which 
organisations could use to differentiate themselves from their competition, was certification. 
Although certification can work as substitution for regulatory requirements and legal standards, 
it wasn’t found to immediately add value to the organisations. The substitution works if 
certification can provide proof points to management, customers and investors that proper 
security measures have been put into place. This becomes unnecessary if the regulatory burden 
is accordingly high, which is the case for organisations with a high amount of access to personal 
and sensitive data. Certification in that sense can only assure the customer of standards, but 
only becomes a competitive advantage where security products and services are traded in a 
sensitive environment with little regulatory obligations. 
 
For further research, it is important to define the boundary of responsibility. So far in 
literature very little has been published on the importance of information security for 
customers. When researchers published on the topic, they provided an assessment of 
reputation, trust and certification, in demonstration of the importance of information security 
to the business. What hasn’t been defined is the boundary of responsibility that answers the 
question when organisations need to provide information security measures and when the 
customer sees it as his/her responsibility or his/her duty of care. As analysed in Chapter 3 
jurisdiction hasn’t found an answer to the question of duty of care yet.576 In the concept of 
IFCS and EFCS, it is now that boundary in the EFCS artefact that needs to be defined. 
                                                 
576 See Lindup, K., Lindup, H., The Legal Duty of Care- A Justification for Information Security, 2003, pp. 21 
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Throughout the empirical research it became evident that there is a visible lack of 
communication between the internal information risk function and the organisations’ 
marketing that could investigate this boundary. In fact, the external implications of information 
security were found to be a virtually unresearched topic. The IT approach used before, merely 
focused on security measures, has been exchanged for a more business-driven or risk-related 
approach. However, the information security requirements are still analysed internally and do 
not necessarily reflect what the market or, more specifically, the customers expect. Although in 
all cases comprehensive marketing facilities were available to the organisations, these were 
either not used or if results existed these were not communicated from marketing to the 
internal information security experts. The organisation’s research and development teams are 
still very much technically-oriented, with security experts developing features that they see as 
necessary from their internal point of view. Bank A, which internally off-shored this function, 
used focus groups to test the features of the final products, thus after their development, but 
the initiatives so far have exclusively been developed inside the organisation without any input 
coming from the organisation’s marketing department.  
In the decision-making process of the organisations it was found that those in charge of the 
IFCS, orientate themselves either directly according to technical market developments or 
according to where they believe the market is going. Security defence even today is based on an 
informal exchange of information between IT security experts. Industry committees have been 
established to decide on industry-wide standards that again are based on technical requirements 
but don’t reflect customer expectations and wishes. 
The customer survey carried out by the marketing division of TelCo C however provides 
concrete figures on this subject and shows that customers see it to a large extent as their 
responsibility to actually protect their own devices and not as the duty of care of the 
organisation. Hence, the protection of information assets is connected to the physical and 
technical device on which the data is stored. For the IFCS of an organisation this means that 
the responsibility to safeguard information assets that are stored internally remains solely with 
the organisation. However, in the EFCS domain organisations can compete on reputation, trust 
and to a certain degree on certification. On the outskirts of the boundary of the organisations’ 
responsibility and the perceived duty of care of the organisations’ customers, information 
security products and services can be profitably sold to the customer. In the business customer 
segment this boundary can even more clearly be drawn as it is in the customer’s own interest to 
safeguard information. Information security then becomes an added value to the organisation, 
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albeit if it integrates information security features into its existing products and services or 
offers it in a package or completely separate.  
In the case of SoftCo D introducing security products to the market that shall most 
importantly complement the existing product range, the focus was automating business, 
especially on the client or employee level. Interviewees across all case studies repeatedly said that 
it is less the challenge to avoid hackers penetrating their security technology but the 
management of its customers and employees to avoid security breaches caused by them. Hence, 
the products developed had to be built for non-security experts with the main target of the 
security application being an easy-to-use approach to resolve any security problems. The 
technical solutions and products researched in the case studies had in common that they were 
built on application level and were therefore obvious and apparent to the user. The EFCS 
therefore also has a different priority of the nature of products that is less technical and less 
oriented to provide the highest level of security, but that is adjusted to the knowledge of 
customers. To summarise the EFCS in the future will depend largely on customers’ awareness 
and knowledge of information security measures and threats and hence develop with time. 
 
A determinant factor to what extent an EFCS at an organisation exists is the nature of the 
interface between organisation and customer. This interface changed fundamentally with the 
arrival of the internet. The internet became the technical medium that replaces direct and 
personal customer communication to a large extent. The experience with this medium and its 
trustworthiness are essential for the organisations’ e-business. Bank B was an exception in this 
respect and was therefore missing some fundamental external security functions that existed in 
the other organisations, such as larger information security communication initiatives, or other 
security products. Through the internet the customer has to relate to technical measures and 
faces newly emerging threats that create a demand for more and better security.  
In the additional cases researched, other determinant factors were found that can influence 
organisations’ EFCS negatively or can influence in how far organisations can use the EFCS as 
part of business strategy. Overregulation of the security market through the state is one of the 
reasons found. If data security is so vital for the customers of products and services, and hence 
leads to great regulatory attention to enhance consumerism, organisations don’t have any space 
to compete on reputation and trust in that field. Although less distinct, a similar situation exists 
when organisations obtain a dominant position on the market and become a market leader. 
Because of their size and positions, these organisations have a head start in comparison to their 
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competitors to convince customers of their trustworthiness when it comes to data protection 
issues. An entirely different situation presents itself when it is exclusively the intellectual 
property that needs to be protected by the organisation. Information security is then purely of 
importance for the organisation’s own survival, but not to its customers. The EFCS is in this 
case non-existent and only the IFCS becomes of greatest importance for the organisation’s 
survival.  
 
In a final step it is important to see of what nature the interrelationship of information 
security and business strategy is. Overall in all four cases an interrelationship could be 
confirmed. The reasons for information security to become part of business strategy were 
however notably different and will be analysed subsequently in conjunction with literature and 
the internal and external function of corporate security. 
 
Because of its unquantifiable value, it is difficult to show that good information security 
management is part of an organisation’s reputation and hence of its business strategy. Thus, in 
the empirical research it was found difficult to prove an investment that could demonstrate 
organisations’ commitment to achieve a distinct competence in building up a reputation of a 
safe company. At the same time a strong argument was made in literature by Carmeli and 
Tishler577 who showed the impact reputation has on organisations’ financial performance. 
According to the results recorded in interviews, reputation is an important issue and although 
unquantifiable, has been used by all organisations for communication and marketing to the 
organisations’ stakeholders. Information leaflets and newspaper articles have been published 
and presentations were held at conferences. Product α, next to being a result of peer group 
pressure, was used for marketing and communication purposes. In fact it replaced an up to a 
hundred percent secure system for a product that was a novelty on the market, which hence 
couldn’t guarantee to deliver an equally high standard. In its decision making process Bank A 
was considering criteria belonging to the EFCS, and took customers perception as well as 
market development and peer organisations into account. Criteria belonging to the IFCS such 
as increased technical security of data only came second in the decision-making process. 
Industry sectors in which organisations hold personal customer information were found 
                                                 
577 See Carmeli, A., Tishler, A., Perceived Organizational Reputation and Organizational Performance: An 
Empirical Investigation of Industrial Enterprises, 2005, p. 13. 
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however much more reliant on reputation and more in the centre of attention of the regulator 
and the media.  
Reputation interconnects here with legal requirements and standards. Deficient 
information security management leading to deficient corporate governance was found to be a 
threat to the organisations’ reputation. Good information security management through good 
corporate governance exemplified by regulatory compliance, standards and certification was 
shown to protect the organisations reputation, but couldn’t be shown to add extra value to the 
organisation and hence wasn’t found to be part of business strategy. The reason is that 
standards, just as regulations, only set benchmarks but don’t show any distinct competences. 
Although certification might be helpful for achieving good information security management, it 
cannot create certainty because of a fast-moving and risky environment. The trust in 
certification is not so distinctive yet to justify the high costs and hence cannot be treated on its 
own as an added value for the organisation. 
An exception to this research finding is the direct linkage between business strategy and 
operational risks that exists through the Basle II framework correlating operational losses to the 
financial organisation’s equity capital. Hence the reduction of operational risks doesn’t only 
result in an immediate reduction of costs but enables the financial organisation to raise equity 
capital and hence improve its financial performance. The Basle II framework presents in such a 
way an exception among all information security related legal requirements, as it links directly 
good corporate governance to better business opportunities. The organisation’s stakeholders 
profit from good information security management. The organisation-strategy-performance link 
developed by Summer et al.578 applies, provided the assumption that more equity capital leads 
to better performance. Furthermore, only financial institutions fall into this category. Although 
many environmental factors can influence operational risks, they are part of the IFCS as they 
can be treated independently of these. A good management of operational risks depends on 
good internal management and good strategic alignment of the internal departments using 
good formal and informal measures. 
To achieve Consonance, a criteria defined in Chapter 4, business strategy must represent an 
adaptive response to the external environment and to the critical changes occurring within it. 
As argued earlier on, new information security threats have created new revenue potential for 
organisations. The boundary of the EFCS illustrates where customers see the organisation in 
                                                 
578 See Summer, C., Bettis, R., Duhaime, I., Grant, J., Hambrick, D., Snow, C., Zeithaml, C., Doctoral Education 
in the Field of Business Policy and Strategy, 1990, p. 367. 
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the duty of care or are willing to pay for better information security themselves, hence see the 
responsibility on their side. If organisations invest to research this boundary and find 
opportunities to provide information security services on customer demand, information 
security adds direct value to the organisation and becomes part of business strategy.  
In the present research two cases, TelCo C and SoftCo D, researched this boundary and 
demonstrate such an interrelationship between information security and business strategy. 
Differences lie in their customer basis as well as the alignment between IFCS and EFCS.  
The difference in the customer base influences the nature of the product or service offered 
by the organisations. While retail customers are interested in safeguarding only their personal 
information, businesses face much more complex security problems and look for an alignment 
of security applications as well as timesaving streamlining of security products and services. 
Furthermore, business customers showed a higher awareness of information security threats 
and hence solutions. Security is either inherited in the security product or service offered or 
must be purchased on top. Through regulatory requirements the pressure over the last years 
further grew in this business segment. Retail customers are less aware of the real threat scenario 
but are sensitive to the perceived threat environment that they engendered through personal 
acquaintances or the media, which showed in the TelCo C survey. Both customer segments 
have in common that they look for applications that are easy-to-use and expect the organisations 
to extend their knowledge of IFCS and EFCS into the offered information security products 
and services.  
Differences between the two cases lie further in the degree that IFCS and EFCS are aligned. 
At TelCo C although minor communication between the group’s IFCS and the EFCS took 
place to assure the technical integration of the solution into the corporate information security 
infrastructure, no results of the customer survey were communicated between the two 
functions; thus, the Head for FRS at TelCo C wasn’t aware of the investigated customer 
expectations on information security products and services at TelCo C. Furthermore, for the 
development and subsequent maintenance of Product β, TelCo C relied on external expertise 
and didn’t use its internal research and development department. 
In contrast SoftCo D’s information security products and services mirrored internal 
processes and solutions. Emphasis was put on the integrity of the organisation’s reputation and 
the provision of proof points such as information security standards. SoftCo D further 
incorporated all of its products and services offered. The organisation’s CSO was further 
marketing SoftCo D’s security products and services, as she deployed them and was hence 
Chapter 9: Discussion and Theory 
 
 233 
acquainted with them. The organisation’s IFCS and EFCS were hence strongly interacting, 
leading to good corporate alignment. 
 
Of all cases SoftCo D integrated information security most clearly into its business strategy, 
however the three other cases also contribute in the final paragraph of the discussion where this 
interrelationship will be discussed in conjunction with the different concepts of business 
strategy that have been found in literature.  
Firstly, this analysis focuses on the internal and external shaping of business strategy 
discussed in Chapter 4. For SoftCo D one of the threats on the market was that a number of 
smaller security organisations were about to move into the market providing more flexible 
solutions than SoftCo D could. The threat of new entrants, one criteria argued by Porter579 to 
shape business strategy externally, was therefore a powerful reason for SoftCo D to incorporate 
information security into its business strategy at this point. At Bank A and TelCo C it was the 
anticipation of market development that led these organisations to invest and potentially profit 
from their information security products in the future. In all three organisations the 
“bargaining power of customers”580 described by Porter, put pressure on, or in a more positive 
light, created opportunities for better security services and products. This bargaining power is 
determined by the level of knowledge customers have and hence their awareness and the 
situation of the boundary of responsibility between organisation and customer. Hence these 
three external forces, market development, threat of new entrants and bargaining power of 
customers act upon the EFCS of an organisation.  
The second stream of thought in strategy literature focuses on the internal capabilities of a 
company and the appropriation and internalisation of assets. At SoftCo D an internalisation of 
assets took place through the acquisition of a number of smaller organisations specialised in 
information security. These were chosen according to their level of expertise and utility for 
SoftCo D. This expertise was then adapted to SoftCo D’s own product and services, creating a 
new knowledge base that is unique to the appropriating organisation. In Bank A, particular 
focus was put on the internal development of Product α. Bank A claims Product α to be an in-
house development that was initialised by Bank A and developed by BankA.com. Thus, Product 
α is so far unique on the market putting Bank A in a technologically advanced position. Bank B 
aligned its security function and introduced a permanent operational risk assessment function. 
                                                 
579 See Porter, M. E., How competitive forces shape strategy, 1979, p. 137. 
580 Ibid, p. 140. 
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The Basel II requirements linking operational losses to disposable equity capital scheduled to 
kick in during 2007, will show how competitive Bank B solution is. Despite the very valuable 
information collected for the development of Product β, TelCo C didn’t communicate and 
internalise this information, which hence remains limited to the project. TelCo C’s lack of 
alignment between its IFCS and EFCS led to an isolation of the knowledge and not the 
appropriation wanted by Loveridge.581 Customer knowledge is however used to create value for 
TelCo C in the sense of Probst et al.’s concept of Customer Knowledge Management.582 
Elements of the content and process of business strategy are more difficult to juxtapose 
between cases as information security products and projects were in different phases of their 
development. While SoftCo D had already started selling its security products, TelCo C was 
still in the phase of discussing a marketing strategy. Bank B will need to adapt to the Basel II 
requirements on operational risk in 2007 and Bank A had launched Product α to its business 
customers and didn’t have any marketing data available yet.  
Strategy contents which are “fundamental positions or results on which the organisation 
has made commitments to achieve”583 were various amongst cases. SoftCo D called its 
fundamental position to increase its revenue and return through information security solutions 
back to bigger market shares on the software market. Bank B has to systematically assess its risks 
under the Basel II framework and decrease them, in order to improve its performance long-
term through higher equity capital. Managers at Bank A were primarily concerned about the 
bank’s reputation and staying in the market. TelCo C invests into information security for 
revenue and to gain a competitive advantage through a faster and possibly better response to 
newly emerging information security threats.  
The strategy process is concerned with the organisational structure, planning, control, 
incentives, human resource management, and value systems of a firm but also how effective 
strategies are shaped within the firm and then validated and implemented efficiently.584 
Organisational restructuring became necessary in Bank B. The management profits from lower 
operational losses through higher share of equity capital, hence responsibilities were introduced 
where business incentives emerged. Product β at TelCo C was the result of a marketing 
initiative based on customer surveys, while Product α at Bank B was the effect of a long internal 
discussion among responsible managers at Bank A on the organisation’s future security strategy. 
                                                 
581 See Loveridge, R., Institutional Approaches to Business Strategy, 2003, p. 99. 
582 582 See Probst, G., Gibbert, M., Leibold, M., Five Styles of Customer Knowledge Management , and How 
Smart Companies Use Them To Create Value, 2002, pp. 459. 
583 See Fahey, L., Christensen, H. K., Evaluating the research of strategy content, 1986, p. 168. 
584 See Chakravarthy, B., Doz, Y., Strategy process research: Focusing on corporate self-renewal, 1992, p. 5. 
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In both organisations critics feared media attention that could lead to an overestimation of risks 
in the industry and more attention to information security threats in the industry. Both 
organisations hence chose a moderate marketing campaign. SoftCo D could successfully 
integrate the acquired organisations into its strategy process. The knowledge and expertise won 
through the acquisitions was integrated into the organisation’s own solutions enriching SoftCo 
D’s own solutions. The organisation’s executive board communicated the new holistic security 
concept to the regional entities for market introduction. The technical background of most 
employees in the organisation facilitated the internal communication. Difficulties were only 
encountered in creating trust for SoftCo D’s security solutions and hence selling it to 
customers. It is the overlap between customers and the EFCS that poses problems to 
organisations communicating their newly acquired competencies and hence creates new 
liabilities.  
In case of Bank A, Bank B and TelCo C the incorporation of information security into the 
organisation’s business strategy can be described as an emergent strategy that hasn’t been set-up 
beforehand, but that developed over necessity in recent years.585 At SoftCo D on the other 
hand, a clear revenue opportunity has been identified that profits from developments on the 
governmental agenda as well as newly emerging risks. However, in all cases information security 
has become a commodity that can add to the business development.  
 
 
b) Developed Hypothesis and Theory 
 
The initial construct developed in the present research work includes variables that 
constitute the function of corporate security with the organisation’s informational assets at their 
heart (see Figure 1): environmental factors, governance, IT/Behaviour, and information 
security management. The empirical case study could show that these variables led to an 
internal shift of the information security paradigm in all four cases. The organisational 
alignment was the main focus of this shift making internal information security management 
easier, facilitating compliance with an increasing amount of regulatory requirements and coping 
with an increasing number of threats. These internal and external security threats against the 
internal information assets in the organisation are met through technical measures but also 
behavioural measures, formal and informal.  
                                                 
585 See Kay, John, Foundations of corporate success: How business strategies add value, 1993, p. 337. 
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Nevertheless, during the analysis of the interrelationship between information security and 
business strategy, a new construct emerged that suggested the differentiation between an 
internal function and an external function of corporate security. These two functions can be 
defined in terms of patterns, of actions, of behaviours and of responsible agents. 
The internal function is charged with the security of the data that is legally in the possession 
of the organisation and is hence protected by its internal security. This data includes the 
organisation’s intellectual property but also customer data that the organisation possesses due 
to business or legal requirements.  
Elements of the IFCS are the risk assessment of newly emerging security threats e.g. internal 
fraud or hackers trying to enter the organisations network as well as formal and informal 
security measures. Furthermore, governance is a part of the IFCS; standards and certification 
are guidelines and proof points to the management and the organisation’s stakeholders that 
information inside the organisation is managed with due diligence. Regulatory requirements 
fulfil a similar function for the state.  
The alignment of these IFCS elements can lead to a more efficient information security 
management and hence to cost reductions for the organisation. However, throughout the 
investigation for this research only one example could be found where an interrelationship 
between information security and business strategy existed, that lied actually within the IFCS 
and only applied to organisations in the banking sector. This interrelationship exists in form of 
the Basel II framework that links operational losses to the amount of equity capital available to 
the organisation and hence the possibility for the organisation to improve its performance. 
Other possibilities for information security to become part of business strategy, however, 
showed that a new external function was necessary for information security to create an added 
value for the organisation. 
The external security function creates the fringe area between internal security and the 
environment of the organisation. It is characterised by newly emerging technical artefacts that 
enable the customer to establish direct contact with the organisation. This interface shapes the 
experience of the customer with the organisation. Moreover the technology enables a - virtual - 
direct contact link between the customer and the organisation. For the customer to be able to 
use this contact he needs a personal device that enables this virtual link. This personal device 
can be a personal computer or other mobile telecommunications device such as a mobile 
phone.  
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The determining question for the research, whether information security can become part 
of business strategy and hence a source of revenue for the organisation, depends on how the 
customer evaluates his/her duty of care. If this perceived duty of care (εc) is greater than zero a 
revenue opportunity for the organisation theoretically exists; if it is zero, thus no duty of care 
lies in the opinion of the customer within his/her own responsibility, no revenue can be 
generated for the organisation.  
 
εc > 0  Ö Revenue Potential 
(3) 
εc = 0  Ö No Revenue Potential 
 
 
 
Determining factors that might influence this boundary can be regulatory requirements, 
ethics and culture. If the state takes a particular interest in the security of the medium or 
interface, regulatory requirements can oblige the organisations or the customer to guarantee a 
security service. Additionally, ethical values and cultures influence the perception of 
responsibility in such a way that customers feel they can rely on business partners or prefer to 
insure themselves.  
Additionally to the direct sales of security products and services, two other elements leading 
to increased competitive advantage and added value were identified: reputation and trust. 
These elements do not generate any direct revenue for the organisation but increase the usage 
of the technology through the interface as customers are more likely to use it and hence this 
increased usage contributes indirectly to business development, its revenue, and 
competitiveness.  
Other elements in the realm of information security and influencing Organisation X’s 
business strategy are the threat of new entrants, peer group pressure and the internalisation of 
assets. The threat of new entrants influences information security strategy if an organisation 
already has information security services and products in place and sees several new competitors 
entering the same domains, threatening to destroy Organisation X’s distinctive competence. 
Peer group pressure leads to innovation in information security to remain competitive on the 
market. Such innovation requires the anticipation of where the market might go and hence 
requires analytical judgement of customer needs and internal technical capabilities. Analytical 
judgement and technical capabilities are assets that, if they are internalised into the function of 
corporate security, further determine Organisation X’s business strategy. 
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Figure 33: Internal and External Function of Corporate Security 
 
 
Furthermore, the IFCS/EFCS theory suggests an alignment of the internal and external 
function of corporate security creating a pattern of communication between customers and the 
before defined internal corporate security function. Good strategic alignment between IFCS 
and EFCS can generate a better information risk management as the company has better 
insight into customer security concerns and can hence adapt its vulnerability assessment 
accordingly. The more customers consider a security breach to be important, the more the 
organisation should try to avoid such a scenario in order to avoid higher reputation damage. At 
the same time an alignment between IFCS and EFCS can provide proof points to the 
customers of Organisation X that good internal management reflects also in good information 
security products and services. 
 
In a second step, two customer segments are introduced into the framework - business and 
retail customers - that have commonalities but also notable differences in their behaviours and 
actions; the main issues are security concerns, technical capabilities, expertise and interests. 
Both segments expect personal or confidential information to be safe to a highest degree in the 
IFCS. However, in case a security breach in the organisation’s IFCS occurs and data is lost, 
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altered or was assessed by an unauthorised person, customers have very little influence and can 
only ask for compensation and/or change the service provider. Differences exist in the EFCS of 
the organisation. The influence customers have on Organisation X’s business strategy relates to 
their bargaining power adverse the organisation.  
In comparison with retail customers, business clients feature much higher technical 
capabilities, security expertise and have greater security concerns regarding the loss, disclosure 
or alteration of information. Thus, the threat of competitive intelligence leads to a higher 
awareness of information security risks. Furthermore, business customers share similar concerns 
with the service provider as they possess their own IFCS that is subject to regulatory 
requirements.  Last but not least, business customers possess through their IFCS much higher 
technical capabilities and business expertise that puts them into a much better bargaining 
position than retail customers. 
In contrast, retail customers only very rarely possess similar expertise and technical 
capabilities and are therefore more reliant on their perception, media coverage or politics to 
provide sufficient assurance of good information security management. The retail market is 
much more heterogenic and must therefore be assessed individually by the organisation. 
Tendencies must be watched carefully as newly emerging security threats might cause reputation 
damage to the organisation as well as offer revenue opportunities for the organisation.  
In consequence of these differences between business and retail customers, the expectations 
of solutions provided in the EFCS by the organisation are different and are hence also treated 
differently by the organisation. Because of their advantage in technology and expertise business 
clients receive far more advanced solutions that they are potentially also willing to pay a 
premium for. Products and services must also fit into the existing IT architecture of the 
business client. In the retail customer segment differences can be noticed according to age and 
background of the customer. Generally customers expect a holistic information security risk 
protection and are focused on easy-to-use solution and products to safeguard their personal 
devices and information.  
Other responsible agents are potential investors that provide financial assets to 
Organisation X but expect good information security governance in return. These financial 
assets contribute to Organisation X’s performance and to its competitiveness. Trust and 
reputation are essential patterns here that encourage good investment, reciprocally bad 
information security governance discourages such good investment. 
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Figure 34:  The Role of Business and Retail Customers in the IFCS/EFCS Framework 
 
 
In a third step, the theory is further extended with the three CIA principles attributing 
these to a number of patterns in the IFCS/EFCS theory. Originally meant to explain the 
reasons why organisations engage in information security, they rather fulfil various functions in 
the organisation’s IFCS and EFCS. In the here developed theory it shows that availability is in 
the centre of the IFCS, thus the operational ability to continue the business after a major 
security fraud that causes a severe disruption or denial of service. The integrity of data is crucial 
in conjunction with regulatory requirements and showed to be just as important to the business 
clients and to investors as to Organisation X. Business clients in many cases have to meet 
similar legal requirements for their IFCS as Organisation X and investors are interested in the 
demonstration of good corporate governance at Organisation X. The confidentiality of data is 
crucial to business and retail customers and is the principle which raises most concerns in the 
EFCS. Business customers fear competitive intelligence that intrudes their system. Retail 
customers fear the disclosure of personal and sensitive data that is stored inside the company, as 
well as it being intercepted during the use of products and services that Organisation X 
 
 
 
 
 
 
 
 
 
 
 
       
 
EFCS 
               Information Security Products & Services 
 
Business Clients 
 
Organisation X 
 
  IFCS 
 
Information Risk Management 
Operational Risk 
Security Standards/ Certification 
IT & Behaviour 
 
εc > 0  
       Competitive  
Intelligence 
εc = 0   
 
 
Investors 
 
  Regulatory 
Requirements 
Corporate  
  Responsibility 
 
Retail Customers 
 
Access to       
     IFCS 
 
Personal 
        Data 
Bargaining Power of Customers 
Chapter 9: Discussion and Theory 
 
 241 
provides. All principles however interrelate and must be applied in conjunction with each other 
in the IFCS/EFCS framework. 
 
Figure 35:  CIA Principles in the IFCS/EFCS Framework 
 
 
Finally, it is important to discuss the conditions for the IFCS/EFCS theory to apply. A first 
prerequisite is the existence of a technical medium or interface such as the internet or other 
PCDs that the organisation uses to communicate with its customers, or that customers 
themselves are reliant on information security in their IFCS so that they have overlapping 
interests with Organisation X. A second prerequisite is the existence of free market in the area, 
which means that a predominant role of the state that leads to an overregulation of the market, 
leaves no space for Organisation X to compete with its peer organisations and prefixes the 
organisation and customer’s responsibility for security and duty of care (εc). A similar effect 
results if Organisation X achieves a predominant or leading position on the market leading to 
such a significant size that customers trust the reputation of the organisation per se. A last 
prerequisite is that the IFCS is of such importance to the organisation that information security 
affects the organisation’s survival and leads to a predetermination of εc. 
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In summary, the theory introduces the concept of an internal function and an external 
function of corporate security that is based on the conceptual framework of responsibility 
modelling creating and artefact of patterns, actions, behaviours and responsible agents. The 
internal function comprises what is understood to relate to the classical information risk 
management. The external function circumscribes the technical interface of the internal 
function with the customer and investor. According to legal requirements, ethical values and 
culture customers are willing to pay for security services that they accept as their personal 
responsibility. Investors are attracted through good information security governance. The 
bargaining power of customers, the threat of new entrants, peer group pressure and the 
internalisation of assets were found to further determine the business strategy of Organisation 
X. Different standards and expectations apply to business and retail customers that have 
different levels of expertise and technical capabilities as well as different security concerns. The 
theory further provides an attribution of the three information security principles - 
confidentiality, integrity and availability - according to their function inside Organisation X.  
The theory argues for a fundamental shift in the information security paradigm. 
Information security so far has been found in research to be an exclusively defensive measure 
that protects the already existing assets of the organisation. In this artefact advantages could 
only be generated through cost reductions by streamlining processes and aligning duties. The 
theory generated in the present research work shows that information security can add value to 
the organisation through increased performance, competitive advantage, increased trust and 
reputation, and higher revenue. Information security can be used as an offensive tool on the 
market. 
 
c) Embedding of Theory in Other Information Security Management 
Concepts 
 
In Chapter 6 several theoretical concepts of information security have been discussed. The 
diagram of information security approaches developed by Siponen suggests that information 
security research will increasingly focus on governance and management issues. On a 
conceptual basis the author applied the Responsibility Modelling framework developed by 
Backhouse and Dhillon that focuses on distributing responsibilities between agents, “eliciting 
and assigning structures of responsibility”.586 The IFCS/EFCS framework belongs into this 
                                                 
586 Backhouse, J., Dhillon, G., Structures of responsibilities and security of information systems, 1996, pp. 4. 
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category of research as it advances the existing theories and frameworks by providing insight 
into responsibilities shared between the organisation and its customers. It further specifies 
Liebenau et al.’s587 boundaries of responsibilities and the impact of these boundaries on 
information security management and particularly business strategy. Behavioural patterns, 
perceptions as well as communication between agents are crucial to improve the existing 
information security management.  
However, Backhouse and Dhillon take in their research an ontological-epistemological 
approach that is based on understanding the social norms and individual affordances. Their 
framework is built on the assumption that “reality is the outcome of human interactions which 
generates shared norms and experiences”.588 They take an interpretivistic point of view and 
hence use a different philosophical stance, than the positivistic philosophy used in the present 
thesis. They further apply their framework to the inner-organisational behavioural patterns of a 
non-commercial entity, the British National Health Service Hospital Trust. In contrast the 
IFCS/EFCS theory uses a different approach by showing managerial impacts of responsibilities 
and behavioural patterns such as trust and reputation on the performance and competitiveness 
of organisations thus the impact of social norms and behaviour on organisational commercial 
structures.  
It is important to note that organisation and customers share information security concerns 
through a technical interface or medium. Thus, the IFCS/EFCS theory also figures under the 
socio-technical approach described by Siponen.589 
In Chapter 6 concepts stretching from information risk management, over hybrid 
information security methods to information security governance frameworks were described 
and discussed. None of these concepts takes the organisation’s customers into consideration to 
shape information security management. Thus, Willison’s and Backhouse’s Crime Specific 
Opportunity Structure590 focuses on attackers’ profile and processes how to avoid information 
security breaches. Governance frameworks such as the GAISP591 or the Corporate Governance 
Task Force ISG Programme592 aim to systematically structure the information security 
management in order to render the organisation more transparent. Baskerville’s Security Risk 
                                                 
587 See Liebenau, J., Kärrberg, P., International Perspectives on Information Security Practices, 2006, p. 4. 
588 Backhouse, J., Dhillon, G., Structures of responsibilities and security of information systems, 1996, pp. 5. 
589 See Siponen, M., Analysis of Modern IS Security Development Approaches: Towards the next generation of 
social and adaptable ISS methods, 2005, p. 370. 
590 See Willison, R., Backhouse, J., Re-conceptualising IS security: Insights from a criminological perspective, 
2005. 
591 See Information Systems Security Association, GAISP Version 3.0, 2004. 
592 See Corporate Governance Task Force, Information Security Governance: A Call to Action, 2003. 
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Planning Model593 helps in the process of assessing and managing security risks. Von Solms 
developed a series of frameworks that deal with the technical importance of information 
security in Porter’s value chain, the benchmarking of security levels and the role of standards 
and regulatory requirements in organisations594, but do not contribute in understanding the 
external shaping of the information security strategy.  
An exception is the knowledge management based system developed by Belsis, Kokolakis 
and Kiountouzis, which is an interesting aspect to the IFCS/EFCS theory. Belsis et al. consider 
their theory to be able to support information security management as it aims to “bring to light 
the knowledge dimension of IS security and to determine what constitutes IS security 
knowledge and where it originates from”.595 There idea to consider the organisational 
environment to provide insight into new security threats is validated in the present research. 
Knowledge that they describe as “codified information with a high proportion of human value 
added including insight, interpretation, context, experience, wisdom and so forth”596 adds to 
good information security management. The present thesis specifies the organisational 
relationships of this system. The different levels of knowledge existing among organisation’s 
stakeholders, thus also the organisation’s customers must be considered when collecting 
information but also when implementing security measures.  
Finally, in Chapter 6 two concepts were identified as being of particular interest to the 
present research work because of their close relation to business strategy concepts.  
The BPIRM model developed by Coles and Moulton597 uses the process and content 
approach to circumscribe the ideal information security management framework and adapts 
two theoretical models - Deming’s PDCA and Porter’s value chain - to current information 
                                                 
593 See Baskerville, R., Risk analysis: an interpretive feasibility tool in justifying information systems security, 
1991, p. 123. 
594 See Halliday, S., Badenhorst, K., Von Solms, R., A business approach to effective information technology 
risk analysis and management, 1996, pp. 25; see Von Solms, R., Von Solms, S.H., Caelli, W.J., Information 
Security Management: A Framework for Effective Management Involvement, 1990, pp. 217; see Von Solms, R., 
Von Solms, S.H., Caelli, W.J., A Model for Information Security Management, 1993, pp. 12; see Van de Haar, 
H., Von Solms, R., A Tool for Information Security Management, 1993, pp. 7; see Vermeulen, C., Von Solms, 
R., The information security management toolbox- taking the pain out of security management, 2002, p. 124; See 
von Solms, R., Information Security Management (1): why information security is so important, 1998, pp. 174-
177; Information Security Management(2): guidelines to the management of information technology security 
(GMITS), 1998, pp. 221-223; Information security management (3): the Code of Practice for Information 
Security Management (BS 7799), 1998, pp. 224-225; Information security management: why standards are 
important, 1999, pp. 50-57; see Posthumus, S., Von Solms, R., A framework for the governance of information 
security, 2004, pp. 644. 
595 See Belsis, P., Kokolakis, S., Kiountouzis, E., Information systems security from a knowledge management 
perspective, 2005, pp. 196. 
596 See Davenport, T., Volpel, S., The rise of knowledge towards attention management, Journal of Knowledge 
Management 5, No. 3, pp. 212-221. 
597 See Coles, R., Moulton, R., Operationalizing IT risk management, 2003, p. 491. 
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security management. The process framework is very close to Deming’s PDCA model and is 
oriented towards the optimisation of the internal information risk management of an 
organisation. More importantly for the present research is their content framework that is based 
on Porter’s value chain and leads to good performance through good IT leadership, good 
corporate governance, and increased brand reputation. The BPIRM model suggestions could be 
confirmed for the IFCS in the present research. Information risk management moves in the 
centre of attention due to a higher business alignment and new security functions. 
Furthermore, the chain of good “process leadership of people and resources” leading to good 
corporate governance, better reputation, higher brand value and better performance, was found 
to be a logic also followed in the cases studies for the present research. An empirical validity of 
the frameworks content model can hence be confirmed.  
However, in comparison with the IFCS/EFCS theory the BPIRM framework lacks taking 
the external influences into account that can and should complement the internal information 
security management of an organisation. It suggests that through business process leadership of 
people and resources good governance, thus brand value, can be generated. Hence the external 
shaping of business strategy through customers as it is described by the IFCS/EFCS model is 
not included. The IFCS/EFCS model explains the external requirements for an organisation to 
make use of their reputation and enhance its IFCS. The BPIRM is further misses to take 
operational risks and their potential benefits for the organisation into account.  
The MPIAS framework developed by Birchall et al.598 takes this external dimension into 
consideration by adding “internal/external stakeholder requirements” to their framework. 
However, also Birchall et al. judge exclusively the internal alignment of information security to 
lead to a competitive advantage for the organisation. It is hence a defensive measure of 
streamlining that leads to cost reductions and operational benefits and not proactive measures 
that add value to the organisation. Birchall et al. further organise around this alignment a 
mechanism of board, strategic and operational action that is controlled through audits and the 
attribution of responsibilities in the organisation and is hence more holistic than Moulton and 
Coles BPIRM model. Their contribution that strategic alignment leads to an improvement of 
the organisation information security management could also be confirmed in the present 
research. In addition to the elements comprised in the MPIAS framework the IFCS/EFCS 
theory suggests an alignment of the internal and external function of corporate security, hence 
                                                 
598 See Birchall, D., Ezingeard, J., McFadzean, E., Howlin, N., Yoxall, D., Information assurance: Strategic 
alignment and competitive advantage, 2004. 
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takes customer concerns into consideration in order to either proactively provide proof points 
or adjust to the customer risk perception.  
Both frameworks focus on the internal network, but mention new technology mediums 
such as the internet or new technology interfaces such as the usage of portable computer 
devices only as threat to the organisation’s IFCS. The IFCS/EFCS theory demonstrates under 
what circumstances information security can be value adding to the organisation and what the 
conditions are for information security to become a source of revenue to the organisation. 
The IFCS/EFCS theory enlarges existing information security literature building on a 
number of thoughts developed in information security concepts such as the responsibility 
modelling developed by Backhouse and Dhillon, the Security Knowledge Management System 
developed by Belsis, Kokolakis and Kiountouzis, the BPIRM model developed by Coles and 
Moulton, and the MPIAS framework by Birchall et al. The IFCS/EFCS theory however 
contributes to literature with its provision of a non-defensive security framework that 
demonstrates information security as being an asset to an organisation and that takes the 
external dimension of the information security function into account. 
 
Conclusion 
 
 
Chapter 9 contains the theory and hence contribution of the dissertation to existing literature. 
The empirical findings have been juxtaposed with the theoretical findings in Part I, 
emphasising commonalities and differences.  
The theory builds on the previous level of abstraction and summarises the thesis contribution. 
The function of corporate security was found to have changed from a defensive instrument of 
organisations to an instrument that can contribute to the organisation’s success through better 
performance, distinctive competence and/or a competitive advantage. In order for information 
security to become such a key element in an organisation’s business strategy, internal as well as 
external variables must be considered. These key elements were further found to distinguish the 
theory from other security frameworks demonstrating a new approach to analyse and research 
information security organisation. 
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General Conclusion 
 
 
The purpose of this research was to understand the current function of corporate security 
within large organisations. Particular interest lied in the investigation whether an 
interrelationship between information security and business strategy exists and, as this could be 
verified, of what nature this interrelationship is. This shift of the paradigm of information 
security leads to a new understanding of such, within information security research. 
In this thesis’ general conclusion, a short overview is given of the topics addressed as well as the 
empirical research conducted and the final discussion of findings. In a second paragraph, the 
thesis’ contributions to theory, methodology and practice will be summarised. In a third 
paragraph the implication of the research approach will be discussed, thus its limitations and 
the adequacy of the research framework. In a final paragraph, areas of further research will be 
identified that can build on the present research work. 
 
 
a) Overview of the Thesis 
 
In the introduction of the dissertation an initial theoretical construct was presented, 
providing a guideline on what constitutes in literature the function of corporate security. Its 
variables have been identified theoretically in the first part of the dissertation. Environmental 
factors such as time/risk or globalisation and the technical development were found to 
influence the corporate security function (Chapter 1). The technological improvement has led 
to a sophistication of attacks but also to increased possibilities to gain control and automate 
security processes to provide confidentiality, integrity and availability. The strived holistic 
approach that takes a comprehensive point of view also includes behavioural security threats 
that can originate from the outside the company as well as the inside (Chapter 2). Important 
developments have also taken place in the domain of information security governance. 
Regulatory requirements became more confining for organisations. Varieties of information 
security standards emerged and provide guidelines of best practice and benchmarking for 
organisations (Chapter 3). Last but not least, risk management has to adjust to regulations, the 
nature of threats and the business environment. The assessment of security risks is one of the 
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central themes in information security literature and shaped the new information security term 
information risk management (Chapter 4).  
In Chapter 6 an overview of information security concepts, models and frameworks has 
been given to analyse existing theories and research on the topic. Finally three frameworks were 
found to contribute to the IFCS/EFCS theory developed in the present research: a knowledge 
management-based approach that encourages the collection of external data to improve 
information security knowledge, an adoption of Porter’s value chain arguing that good 
corporate governance leads to a higher brand value, better reputation and hence better 
performance. Thirdly, the MPIAS framework argues that strategic alignment can create a 
competitive advantage as well as operational benefits. Overall the thesis was placed in the 
conceptual framework of responsibility modelling, acknowledging the fact that if information 
security is a part of an organisation’s business strategy, agents such as customers and investors 
must be taken into account. 
The research question formulated in the introduction was whether there is an 
interrelationship between information security and business strategy, and if yes what is the 
nature of this interrelationship. Chapter 5 therefore analyses the concept of business strategy to 
provide a qualification for the empirical research in Part II. The methodology was hence 
adjusted to the research question and the variables identified in Part I which suggested an in 
depth analysis of multiple case studies. The methodology developed by Eisenhardt to build 
theory on case study research was further used to carry out the empirical analysis of four case 
studies in the banking, telecommunications and software development sector. These were 
carried out in three European countries - the UK, Switzerland and Germany - with large 
multinational organisations. Chapter 8 contains an in-depth analysis of these four cases studies 
and additional interviews with other multinational organisations that helped shaping the 
hypothesis and theory. The individual case studies are structured according to the initial 
construct (Figure 1) presented in Part I. Findings are compared and summarised in the final 
cross-case analysis of Chapter 8. Based on these results, Chapter 8 cedes for the first time a 
differentiation of the internal and the external function of corporate security. Findings from 
both the in-depth analysis as well as the cross-case analysis are discussed in conjunction with 
literature and information security frameworks in Chapter 9.  
Chapter 9 further contains the developed hypothesis and theory of the dissertation which is 
introduced in three levels. First, the notion of an internal and external function of corporate 
security is put forth extending the existing literature on how information security relates with 
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its internal function to the outside. Definitions of the IFCS and the EFCS are given. In a 
second step the role of customers in the framework is defined. A distinction is made between 
business and retail customers as they possess different levels of expertise, technical capabilities 
and security concerns. Thirdly, the CIA security principles are attributed to different functions 
in the IFCS/EFCS framework. 
In summary, the thesis demonstrates how the change in the function of corporate security 
leads to a shift of the information security paradigm, becoming of reputation and also financial 
value to an organisation. 
 
 
b) Contributions 
 
 
Overall the present research work shall lead to a better understanding of the information 
security artefact. The thesis is to bridge an existing gap between technical construct, 
behavioural-driven interpretive research and management literature. Theoretical, 
methodological and practical contributions have been made and will be presented in the 
following section. 
 
i) Theoretical Contributions 
 
The thesis’ overall theoretical contribution is that to organisation theory literature. The 
organisation is in the centre of research and is analysed as an artefact to help understanding the 
variables and interrelationships that influence the function of corporate security. Different 
variables influence the perception and knowledge of agents - here organisations. Organisations 
take responsibility according to their social role that is either determined by legal obligations or 
the personal judgement of their customers. 
Within the information security research domain the IFCS/EFCS theory contributes to 
the responsibility modelling research stream as well as the information security management 
research. A novelty is the introduction of the customer as an agent in information security 
research. While the importance of reputation and trust on customer action has been a topic of 
a number of articles, the influence of customers on organisation strategy and theory remained a 
black hole in literature. The IFCS/EFCS model is the first theory in which a direct correlation 
has been established between the external environment and the function of corporate security 
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and that provides a theoretical framework for the organisation how to improve its information 
security management under new environmental and competitive circumstances. The thesis 
further gives detailed information about the process how and the reasoning why organisations 
have established an external function of information security. The thesis is a contribution to 
the theoretical artefact concerned with the interrelationships of information security 
technicality and strategic management. The technical interface emerging as a new interactive 
medium between organisation and customer makes trust and reputation in this interface 
increasingly important. By researching the organisations’ translation of security concerns into 
technology the thesis contributes to a socio-technical approach. 
 
ii) Methodological Contributions 
 
The present research work makes a number of methodological contributions to the 
information security literature.  
Its first methodological contribution lies in the empirical research and validation of 
findings of the IFCS/EFCS theory. So far in information security literature very few 
organisational theories exist and again only a small proportion of these can claim empirical 
validation. Most information security frameworks have been developed on a theoretical basis 
such as Hong et al.’s Integrated System Theory of Information Security Management599, Von 
Solm’s Information Security Management Model and Information Security Governance 
Framework600, or have been adapted from other management frameworks such as Porter’s 
Value Chain601, Clark’s Opportunity Structure for Crime602 or Gao et al.’s Knowledge Creation 
Theory603. The empirical approach in this thesis can hence be argued to contribute to the 
limited empirical research in this field.  
                                                 
599 See Hong, K., Chi, Y., Chao, L., Tang, J., An integrated system theory of information security management, 
2003, pp. 243. 
600 See Von Solms, R., Von Solms, S.H., Caelli, W.J., A Model for Information Security Management, 1993, pp. 
12; see Posthumus, S., Von Solms, R., A framework for the governance of information security, 2004, pp. 644. 
601 See Halliday, S., Badenhorst, K., Von Solms, R., A business approach to effective information technology 
risk analysis and management, 1996, pp. 25, see Coles, R., Moulton, R., Operationalizing IT risk management, 
2003, pp. 491. 
602 See Willison, R., Backhouse, J., Re-conceptualising IS security: Insights from a criminological perspective, 
2005, pp. 24. 
603 See Belsis, P., Kokolakis, S., Kiountouzis, E., Information systems security from a knowledge management 
perspective, 2005, pp. 196. 
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It further distinguishes itself in its research method. Birchall et al. use a Delphi 
method604, hence expert rounds and interviews to provide empirical evidence. Gurpreet 
Dhillon established his thesis on two case studies in the public sector: the Sunrise NHS Trust 
and the Southam Borough Council.605 The present research is based on multiple case studies in 
the commercial field, in different sectors and countries. It therefore provides detailed insight 
into organisational structures and processes and gives at the same time insight into cross-
sectoral and cultural commonalities and differences. Next to twenty-three interviews, data 
triangulation, thus the usage of multiple research methods, has been used aiming to achieve 
quantitative validation of the research findings. The research methodology functions hence as a 
bridge between qualitative interpretive research on the one hand and quantitative positivistic 
research on the other hand. The methodological contribution of the present research work is 
hence the advancement of the research strategy utilised so far in information security research 
and specifically information security management.  
 
iii) Practical Contributions 
 
The present research work delivers empirical evidence on how organisations can, under 
given prerequisites, use information security in favour for their business. Primarily, the 
IFCS/EFCS theory provides an extension to existing organisational information risk 
management structures that includes the internal alignment of information security 
governance, IT security, formal and informal measures and risk assessment by adding an 
external dimension to it. This external dimension helps organisations to adjust their security 
priorities not only to the level of the attackers and the regulator but to what customers expect 
from their service or product provider. The alignment between internal and external corporate 
security contributes to adjust priorities and use information security more effectively.  
The thesis further gives practical information on the boundary that determines when 
customers are willing to pay for security products and services hence how organisations can 
determine that information security becomes a source of revenue for them. This boundary is of 
course dependent on legal requirements, but also depends on the cultural and ethical 
background of the customers. 
                                                 
604 See Birchall, D., Ezingeard, J., McFadzean, E., Howlin, N., Yoxall, D., Information assurance: Strategic 
alignment and competitive advantage, 2004, p. 2. 
605 Dhillon, G. S., Interpreting the Management of Information Systems Security, 1995, pp. 2. 
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Practical contributions further include high level information on organisational and 
business strategy, thus how organisations can use information security to improve their 
performance, competitive standing or increase their revenue not only through cost reduction 
but by adjusting their priorities, and consequently their spending, to the demand and to their 
competitors. 
 
In summary, the following contributions are made through the research of this thesis: 
 
 Thesis Contributions 
Theoretical 
- Verification of an interrelationship between information security and 
business strategy: bargaining power of customers, threat of new 
entrants, peer group pressure and internalisation of assets have been 
identified as the major drivers 
 
- Emergence of a new approach in information security research by 
considering information security as a value-adding and not as a 
preserving/defensive measure: better performance and competitive 
advantage are the critical variables 
 
- Development of the IFCS/EFCS theory introducing the concept of 
boundaries of responsibility and an external function of corporate 
security 
 
- Classification of CIA principles according to their role in the 
organisation 
 
- Introduction of customers and investors as agents in the responsibility 
modelling framework 
 
- IFCS/EFCS theory contributes to organisation theory using a socio-
technical approach 
Methodological 
- Contribution to empirical data in information security research 
 
- Usage of multiple case studies based on qualitative and quantitative 
data to build information security management theory 
Practical 
- The thesis provides high level information on organisation and 
business strategy identifying threats and opportunities in the context of 
information security 
 
- The thesis gives detailed information on regulations, organisational 
structures and processes in order to improve the management, 
performance and competitiveness of an organisation through a holistic 
information security management framework 
Table 10: Summary Thesis' Contributions 
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c) Implications of the Research Approach 
 
 
Although the author believes that for the purpose of the present research work the best 
choice of research approach was made, this approach led to a number of implications resulting 
in research design limitations. Furthermore, the adequacy of the research approach shall be 
evaluated here in the final conclusion. 
 
i) Adequacy of the Research Framework 
 
The author judges theory building through multiple case studies as best choice for the 
research purposes of the thesis. The fact that the topic of information security strategy has 
found so little attention in security literature yet, leads to a lack of existing research results and 
theories to build on or extend. Empirical data in information security research is still rarely 
generated and if so then not in large quantities. The information security community still 
struggles between technical-positivistic and interpretive-behavioural research. The wide and 
important field of information security management and information security strategy has so 
far only been picked up by economic researchers attempting to quantify the ideal investment on 
information security in organisations by calculating expenses against potential losses. The 
present research work opens a new dimension for further research. In order to claim this 
fundamental shift in research the solidity of the research methodology and results was the 
priority.  Paying tribute to the advantages and disadvantages of qualitative and quantitative 
research discussed before, this research framework bundles the advantage of significant depth 
with a sufficient width, in order to produce enough details to explain the “why” but also to 
claim analytical generalisation over different industries and cultural backgrounds. The research 
framework however only provides first evidence for the existence of such a paradigm shift and 
what its basic components are. Further research has to provide evidence in form of statistical 
generalisation building on the thesis findings and theory.  
 
ii) Research Design Limitations 
 
In order to gain sufficient empirical evidence to create a substantial ground for a 
hypothesis and theory, only a limited number of four cases was chosen which is at the same 
time the main limitation of the research design. The most fundamental decision was hence to 
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conduct a qualitative instead of quantitative study. Although quantitative elements exist in the 
research design through the number of interviews and additional quantitative primary sources, 
a number of four case studies can only provide limited evidence. No statistical generalisation 
for the theoretical construct can be claimed which makes it hence difficult to argue for the 
general replication of results in other industries.606  
Another limitation of the research design is that the time spent within each 
organisation was confined until the researcher felt saturation of information. However, the 
researcher could not gain an independent view on the long-term process leading to the change 
of the function of corporate security within the organisations. The author’s observations 
therefore only give a snapshot view on current evolutions and the process is reconstructed 
according to information gained from interviewees. A longitudinal study could have provided 
further evidence on the process angle. 
 Implications of Research Approach 
Adequacy of 
Research 
Framework 
- The research framework complies with the need to create a sufficient 
depth and width to research the phenomenon in question and in 
order to claim analytical generalisation for the IFCS/EFCS theory. 
Research Design 
Limitations 
- No statistical generalisation can be claimed 
 
- No longitudinal observation of the researched processes has been 
carried out 
Table 11: Summary of Implications of Research Approach 
 
 
d) Areas of Further Research 
 
 
The thesis purpose was an exploratory study of the function of corporate security and the 
interrelationship between information security and business strategy. The thesis provides 
evidence of such an interrelationship that has developed in recent years and becomes part of 
the function of corporate security especially within large organisations. Several areas of further 
research develop by building on this cognition. 
                                                 
606 At the same time it must be considered that the IFCS/EFCS theory picks up a fairly recent phenomenon in 
industry. Although there is little doubt that the role of information security and of customer awareness will rise 
in the future, a quantitative study must consider the awareness among agents in the IFCS/EFCS framework to 
produce significant results.  
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In first place a quantitative cross industry analysis, researching the existence of an EFCS 
across sectors, would give further insights into evolutions on the market, thus in which industry 
sectors are customers particularly interested in information security measures and in which 
industry sectors organisations believe that they can gain a competitive advantage through 
enhanced information security. This would lead to a statistical generalisation of the 
IFCS/EFCS theory. 
A further enhancement of the IFCS/EFCS theory would be to investigate the boundary of 
responsibilities in further detail, hence the perceived duty of care between the organisations 
and their business and retail customers. Especially in the field of social sciences it would be of 
interest to research the personal value of security to customers and if the customer’s 
understanding of technicality and security risk awareness influences this value. Moreover, it is 
important to investigate how customers evaluate reputation and trust and when they see it as 
their personal responsibility to secure access to their personal information.  
A third area of further research is the extension of the IFCS/EFCS theory with the Security 
Knowledge Management System developed by Belsis, Kokolakis and Kiountouzis. Such an 
extension would provide further insight into how the knowledge previously gained on customer 
concerns and priorities could be used inside the organisation to improve information security 
management. This amendment of the IFCS/EFCS theory would then also contribute to 
organisation theory. 
 
 Areas of Further Research 
IFCS/EFCS 
Theory 
- A quantitative cross-industry analysis of the here researched results 
might lead to a statistical generalisation of the IFCS/EFCS theory 
elements 
 
- Research of the variables that determine the boundary of responsibility 
and the perceived duty of care for security between organisations and 
customers 
 
- Extension of the IFCS/EFCS theory with Belsis et al. Security 
Knowledge Management System 
Table 12: Areas of Further Research 
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Epilogue 
 
Information security is of growing importance because of the increased storage of information 
as data on technical devices and its transmission over technical mediums. The need for security 
however seems to be growing with a lack of interpersonal contact, and technical security 
measures must be inspired with trust. Despite all benchmarks, security is a matter of personal 
judgement and should be treated as such. With a lack of liability and uncertainty of risks, 
customers decide on the level of risk they are willing to take and create a market for 
competition. Some customers are willing to contribute to their security, creating revenue 
potential for producers and service providers.  
Organisations must become aware of the importance of security in the transaction with their 
customers and/or their peer organisations. Security has become more than a purely defensive 
measure and expense to the organisation that can only contribute to the business through the 
reduction of costs. Information security in banking translates into a reduction of operational 
loss in return for more equity capital. In service industries it translates into better reputation, a 
competitive advantage and potentially higher revenue. For corporations in general it translates 
into more risk-aware and responsible investors. It is the bargaining power of customers, peer 
group pressure and the threat of new entrants that influence business strategy through a change 
in the function of corporate security. These variables were found to constitute the 
interrelationship between information security and business strategy.  
The thesis argues and provides evidence for a new understanding of information security and 
provides the basis for further research in this field. 
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